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1. Domain Name System

The domain name service/server is primarily a two-way translation system from a domain name to
an IP address. It was created to simplify the recognition of a host for humans. Without it, one would
need to know the IPv4 or v6 address of a server, which can be dynamic. The server will therefore
respond to resolve the internet protocol (IP).

2. DNS Service

We made a snapshot, just in case we had problems so we could go back.
Manage Snapshots = 2209_WIN_Uka_zotrim %

v (31 2209_WIN_Uka_Zotrim

v (@ mardi 1.11.22 serveur dns Name mardi 1.11.22 serveur dns
P touasiis Created 11/01/2022, 2:18:21 PM
Disk usage .25 GB
Snapshot the virtual Yes

machine's memory

Quiesce guest file system No
9 y

EDIT

DELETE ALL J l DELETE ] ’ REVERT TO

2.1 How to make a snapshot?

We must go to vSphere Client, choose our server, then in action, snapshots, take a
snapshots, rename it as you want and click on ok.

To check if it is good, we go back to snapshots, eat snapshot and it should appear.

2.2 Install the DNS related role and feature on your Server.

We launch the virtual machine, we go to the tab manage then to Add Roles and Features
Wizard. A new window will open, we will have to check "DNS Server" then we click on next
and then we will have to click on Add Features and on install.
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Q alact Ar\IOr T ~e DESTINATION SERVER
Select server roles WIN-PKBOGGQMISM
# Lloc [ Add Roles and Features Wizard > @

X
i A )
- Add features that are required for DNS Server?
R File ption
io s The following tools are required to manage this feature, but do not

Server Roles

n Name System (DNS) Server
Bs name resolution for TCP/IP
> _ ks. DNS Server is easier to

e when it is installed on the

have to be installed on the same server,

4 Role Administration Tools

[Tools] DNS Server Tools erves & ctive Dipectory
: h Services. If you select the

Directory Domain Services
u can install and configure
prver and Active Directory
h Services to work together.

¥ Include management tools (if applicable)

Add Features| [ Cancel I

H R Type here to search

Performance [ Services
BPA results Performance
BPA results

f&; Add Roles and Featur%Wizard

Confirm installation

View

selections

To install the following roles, role services, or features on selected server, click Install,

[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

DNS Server

Remote Server Administration Tools

Role Administration Tools
DNS Server Tools

Hide

Install Cancel

Performance Services
BPA results Performance
BPA results

Hide




3. Network settings

Once installed, we must go to the network parameters to have a static IP address and not dynamic,
for this we must go to the network parameters, we click on change adapter option, a new page will
open, we make right click on EthernetO and we click on properties.

We will have to select Internet protocol version 4 (TCP/iPv4) and click on Configure.

A new page will open:
- IP address: This is the personal IP of each student.
- Subnet mask: 255.255.255.0

- Default gateway: 10.130.25.1

You have to check "use the following DNS server addresses" and put in preferred DNS server:
127.0.0.1 and click on ok.

Settings . X

@ Home Sﬂétu S

Metwork
| | | Private network

You're connected to the Internet

Network & Internet . )
You're on a metered network. Some apps might work differently to help

you save data while on this network.

@ Status
I A\ Troubleshoot
¥ Ethernet
< Dial-up @ Show available networks
View the connection '.'|_"t\ ons around you
°F VPN
Advanced network settings
@ Proxy

g Change adapter options
View network adapters and change connection settings.

% Metwork and Sharing Center

View hardware and connection properties
Windows Firewall

Network reset




&' Network Connections

A ¥ <« Network and Internet » Network Connections » v O Search Network Connect

©

Organi;e -

L" Ethernetl
-
— ik

Netwi

&= Intel(R) 82574L Gigabit Network C...

1item == =
Settings
@ Home Ctatiie
E,I
Find a setting 4 & « Network and Internet > Network Connections v O Search Network Connectior r
Ne rk & Internq Qraaniza = Nicahla thic nahundk dsuica Diannaca thic cannection Rename thic connection 2 - v ™ &
e t Internet Protocol Version 4 (TCP/IPv4) Properties X
Networking General
I @ Status
Connect using You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
¥ Ethernet @ Intel(R) 82574L Gigabit Network Connection for the appropriate IP settings.
Obtain an IP address automatically
[ Cobre..] o " -
2 Dial-up This connection uses the following tems: @ Use the following 19 address:]
v & "
M B2 Client for Microsoft Networks 2 IP address: 10 .130. 25 . 137
v ?Fﬂe and Printer Sharing for Microsoft Networks e e ——
VPN ) 8005 Packet Scheduler Subnet mask: 255 . 255 . 255 . 0
¥ 4 Intemet Protocol Version 4 (TCP/IPv4) )
fault gateway: 10 .130. 25 , 1
o ] 4 Microsoft Network Adapter Multiplexor Protocol Default gateway ‘
! ¥ s Microsaft LLDP Protocal Driver o ) )
¥l s Intemet Protocol Version 6 (TCP/IPv6) v 2N DINS aesver addreas aUtomatcaly
< > (®) Use the following DNS server addresses:
et P Preferred DNS server: [127.0 .0 .1 J
nstall Uninstal Properties i
Description Alternate DNS server: . 3 5
Transmission Control Protocol/intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks [validate settings upon exit Adyanced...
o] oo
Cose Cancel
litem  1item selected =z =

- i 1:27PM
ﬂ L Type here to search = !

11/1/2022
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3. Home.arpa

In the windows search bar you write "dns" and open the application downloaded in the previous

point.

%, DNS Manager
File Action View Help
e | 1EHXE = HE EES
2 D_NS Name

Ll A esn sl anrward Lockup Zones

D; IReverse Lookup Zones

jTrustPnints
j(ond:tmnal Forwarders
I_']P.Dclthts
I ]Fnrwarders

E L Type here to search

First of all you left click on "WIN-PKBOGGQMIJSM". Then you click on "Configure DNS Server".

w)]
X

i DNS Manager
File Action View Help

el |a@mXEdc= Hm § B
H D‘NS H Name
3 WIN-PKBO ~rnaies s _
Co{:@guma DNS Server...
MNew Zone...

Set Aging/Scavenging for All Zones...
Scavenge Stale Resource Records
Update Server Data Files

Clear Cache

Launch nslookup
All Tasks >
View >

Delete
Refresh
Export List...

Properties

Help

]
X




A new page will open, click on next.

Configure a DNS Server Wizard X

Welcome to the Configure a DNS
Server Wizard

This whrd helps you configure a DNS server by creating
forward and reverse lookup zones and by specifying root
hints and forwarders.

To continue, dlick Next,

<Back Next >  Cancal

Make sure that the first box is checked and click on next.

Configure a DNS Server Wizard X
Select Configuration Action
You can choose the lookup zone types that are appropriate to your network
size. Advanced administrators can configure root hints.

Select the action you would lke this wizard to perform:

(®) Create a forward lookup zone (recommended for small networks)

This server is authoritative for the DNS names of local resources but forwards all
other queries to an ISP or other DNS servers, The wizard will configure the root
hints but not create a reverse lookup zone.

() Create forward and reverse lookup zones (recommended for large networks)

This server can be authoritative for forward and reverse lookup zones. It can be
configured to perform recursive resolution, forward queries to other DNS servers,
or both. The wizard will configure the root hints,

(O Configure root hints only (recommended for advanced users only)

The wizard will configure the root hints only. You can later configure forward and
reverse lookup zones and forwarders,

<Bak [ Next> | | Cancel




Check again if the first box is checked and click on next

Configure a DNS Server Wizard X

Primary Server Location
You can choose where the DNS data is maintained for your network resources.

Which DNS server maintains your primary forward lookup zone?

(@) This server maintains the zone!
The wizard will help you create a primary forward lookup zone.,

() An 15P maintains the zone, and a read-only secondary copy resides on this server
The wizard will help you create a secondary forward lookup zone.

o [y ) [ ot

The next page you should enter the zone name "home.arpa" if it does not work add an "s" to "arpa"
and click on next.

MNew Zone Wizard *

Zone Name
What is the name of the new zone?

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone. microsoft. com). The zone name is
not the name of the DNS server,

Zone name:
home.arpa

< Back - Mext = Cancel



Then you leave it like that and click on next.

MNew Zone Wizard Y
Zone File
You can create a new zone file or use a file copied from another DMNS server,
Do you want to create a new zone file or use an existing file that you have copied
from another DS server?
(®) Create a new file with this file name:
IS
|fnme.a'pa.dns by
() Use this existing file:
To use this existing file, ensure that it has been copied to the folder
2%6SystemRootSe\system32\dns on this server, and then dick Next.
< Back | Next > [ Cancel i
Make sure that the last box is checked and press next.
New Zone Wizard X

Dynamic Update
You can spedfy that this DNS zone accepts secure, nonsecure, or no dynamic
updates,

Dynamic updates enable DNS dient computers to regster and dynamaly update their
resource records with a DNS server whenever

Select the type of dynamic updates you want to allow:

Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

(O Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any client.
& This option is a significant security vulnerabiity because updates can be
= accepted from untrusted sources.

(®) Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually,

_ <gak [ nNee> || concel |



Here you have to check the second box, because we do not want a forward.

Cenfigure a DNS Server Wizard

x

Mo, it should not forward queries

If this server is not configured to use forwarders, it can still resolve names using
root name servers.

<Back | Next>

Forwarders
Forwarders are DNS servers to which this server sends gqueries that it cannot
BNSWET,
Should this DNS server forward queries?
() Yes, it should forward queries to DNS servers with the following IP addresses:
IP Address Server FQDN Vakdated Delete
<Chick here to ...

Cancel

And on the last page you click on finish.

Configure a DNS Server Wizard

Completing the Configure a DNS
Server Wizard

You have successfully completed the Configure a DNS Server
Wizard. When you dick Finish, the following settings will be
saved,

Settings:

DNS server to configure: WIN-PKBOGGQMISM
Forward lookup zone to create: home.arpas

Configure the hosts that will use this DNS server to point to
this DNS server for name resolution, and then verify name
resolution using nslookup. If you added a new primary zone,
add resource records to it for the hosts whose names need
to be resolved by this DNS server.

To dose this wizard, dlick Finish.

<Back |[ Fnmsh | | Cancel
I~




4. Configure

Now your folder appears, you select and in the large white area, you right click and you click on "New
Host (A or AAAA)

£ DNS Manager - 8 x
File Action View Help
o9 2nmEc= Hm i 8
& DNs Name Type Data
vE "”NF'pKBOfLGQ':US“g [F](same as parent folder) Start of Authority (SOA)  [4], win-pkbogggmjsm,, h...
¥ orwha' SO Cones [ 1(same as parent folder) Name Server (NS) win-pkbogggqmjsm.
o e‘:’:f:;s‘“ - Fliciakimdasek Host (A) 10.130.25.29
ver u
S " [lionathanrapin Host (4) 10,130.25.120
= : Host (A) 10.13025.137

Update Server Data File

Reload

New Host (A or AAAA)... h
New Alias (CNAME)...

New Mail Exchanger (MX)...

New Domain...

New Delegation...

Other New Records...

DNSSEC >

All Tasks >

Refresh
Export List...

View >
Arrange Icons >
Line up lcons

Properties

Create a new host resource record. Help

9:00 AM

R Type here to search i Y ~@de 2

Here we will enter different hosts.

you put the first name first followed by the last name without space then you put a dot followed by
home you put a dot followed by arpa.

And in the IP address you put the personal IP address of each student: 10.130.25.XXXX

You repeat the action as many times as you want with different students

File Action View Help

o nWEdaz Bm §i8a

& DNS Name Type Data
v i WIN-PKBOGGOMISM [El(same a5 parent folder) Start of Authority (SOA)  [4], win-pkbogggmjsm,, h...
M Fm:;:::::k:: Zones [isame as parent folder) Name Server (NS) win-pkbogggmjsm.
| Reveree Loakup Zones | Doiskimdasek Host () 101302529
 Trust Points [Tjonathanrapin Host (4) 10,130.25.120
Conditional Forwarders New Host »

Name {uses parent domain name if biank):

[ frstiameLasthiame home. rpa ‘

Fuly qualified domain name (FQDN):
| firstNameL astName.home.arpa.home. arpas. ‘

1P address:
| 10. 130.25.30004] ‘

[[] Create assodated pointer (PTR) record

Add H Cancel




Now we will disable the recursively mode. To do this you right click on the server "WIN-
PKBOGGQMISM" and click on properties.

Then you go to the "Advanced" tab and you check the box "Disable recursion(also disables
forwarders)" then you click on apply and ok.

]
X

5, DNS Manager =
File Action View Help

e 2@ XE0c=Em 86
& ONs | Name
v 5 WIN-PKBOGGOMISK —
w [ ] Forward Configure a DNS Server..,
= hom New Zone...
) :Eue';él Set Aging/Scavenging for All Zones...
+ Poi
- e ,‘,m Scavenge Stale Resource Records
Conditic

Update Server Data Files
Clear Cache

Launch nslookup
All Tasks »
View ¥

Delete
Refresh
Export List...

Properties h

Help

Opens the properties dialog box for the current selection.

L Type here to search

°

File Action View Help

e M XD ez Hem| 8 E8E
i DNS Name Type Data
= \WiN-
v a W"\L PKBO:LGQTJSI\;I ﬂ(same as parent folder) Start of Authority (SOA) [1], win-pkbogggmjsm., h...
X S e ﬂ(sameaspartnt "
- home.arpas E—Im""’ e WIN-PKBOGGQMISM Properties ? X
o= i I
Reverse Lookup Zones E—l 5
Trust Points ?o‘nalhanrap-n Debug Logging Event Logging Monitoring
Conditional Forwarders Elioiakimdasek Interfaces Forwarders Advanced Root Hints

Server version number:

Server options:

2 Disable recursion (also disables forwarders) ~
[JEnable BIND d-ondaries

Fail on load if bad zone data
[WiEnable round robin
wIEnable netmask ordering
vISecure cache against pollution
IFnahle NNSSEC validation for remote resnonses

Name checking: Multibyte (UTF8) v
Load zone data on startup: From Active Directory and registry
[[]Enable automatic scavenging of stale records

days

Reset to Default

e

ﬂ L Type here to search




5. Test

Now we will test the server. To do this open Administrator command prompt. Once open enter the

following command: “nslookup — IP”

You need to put the ip of your dns server.

Then you simply enter the different users: FirstnamelLastname.home.arpa

File Action View Help

= = X G = | H ‘B

B Administrator: Command Prompt - nslockup - 10.130.25.137

T:44 AM
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