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FTP service on Windows 

Anonymous access 
First, we need to install FTP Server, to do this, let's open the server manager and install a new feature as 

follows: 
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Once the FTP server is installed, you can see that the functionality has been added to IIS.

 

So we add an FTP site and we can name it whatever we want. 
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The default port number is 21. SSL encryption is not activated.
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We check the anonymous authentication box and for the authorization part, we allow anonymous users 

and read permission

 

We see that on FileZilla, we can connect as an anonymous user and everything works as expected, we can 

only read.

 

Authentication 
We will enable authentication for reading and writing to registered users. Here is how to enable 

authentication: 
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We will enable writing and reading as follows for the "test" user
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Here we will go to the properties of the root folder in order to give the rights to the users:

 

Finally, we can test the upload of the file to the server. Everything is going as it should! 
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Insulation 
Isolation is a very good method of giving a user specific rights to folders belonging to them. 
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We add a second user "test1" with read and write rights. 



12 
 

We create a specific folder for him.

 

And now we can define that users will have direct access to the folder with the same name as the user 

account when they login. 
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For the following configuration you have to pay attention to the tree structure on the left of the picture. 

We give rights to one user and deny access to the other folder. 
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Download a file 
To download a file you need to open a first PuTTY session with the necessary connection information: 
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Authenticate

 



16 
 

Then we need to configure the firewall of the FTP server

 

Let's define the port range so that everything can work
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And let's configure the site's firewall with the IP address of the FTP server.

 

We can then enter passive mode and do the port calculation to open a second session as follows and 

download the file in CLI mode.

 

ftp://ftp./
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Everything is working fine, we can read the contents of the file from the FTP server in the right-hand 

window.

 

Upload a file 
To upload the file we need to log in with a user who has write access, i.e. the "test" account. 
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We can proceed in the same way as above with the download.

 


