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Internet Information Services

Install IS

1. First step, we need to start the Windows Server specific program called Server Manager.
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3. We stop on the installation window and on the step Installation Type, we leave the checkbox
Role-based or feature-based installation because we want to install a new feature on the server.

fiz Add Roles and Features Wizard = O X
. . DESTINATION SERVER
Select installation type Wi-SrRcouo R

efore You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
S v SEECEN (® Role-based or feature-based installation
S Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installati
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based =
or session-based desktop deployment.

| < Previous | \Agw | [ install Cancel

ROLES AND SERVER GROUPS

Roles:2 | Servergroups: 1 | Servers total: 1

4. Inthe step Server Roles, we select "Web Server (1IS)" and press Next and in the step Features we
select all features or at least the preselected ones and in addition Basic Authentication. Finally,
we press install.

Installation Type Roles Description ‘
Servar Selection |_| Active Directory Domain Services A Active Directory Certificate Services
Server Roles [[] Active Directory Federation Services (AD CS) is used to create
[] Active Directory Lightweight Directory Services certification authorities and related
Features [[] Active Directory Rights Management Services role services that allow you to issue —
[C] Device Health Attestation and manage certificates used in a |
[C] DHCP Server variety of applications.
[] DNS Server
[] Fax Server

[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[] Hyper-v

[] Network Controller

[] Network Policy and Access Services

[[] Print and Document Services

[] Remote Access

[C] Remote Desktop Services

[[] Volume Activation Services

[m] \Web Server (IIS) (29 of 43 installed) VIQ
[[1"“Windows Deployment Services [
[] Windows Server Update Services

ide|

< Previous | | Next > Install
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5. Search for "lIS" on the Windows search bar. And then we arrive on the 1IS Management interface.
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Create site on :80

1. Asshown in the image, we can add a new website.
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o1:48
A 0, B

2. Onthe picture we see several elements. The name of the site will be as you wish, please respect
the writing standards. For the Content Directory you can use the default IS path,
"C:\intepub\wwwroot" and in this directory you can create a new root folder for your site with

any name you wish. As requested, we will use port 80 for this site and the IP address of the

machine which is defined in the drop-down list.
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Site name:
s
et Directo
Physical path
Co\inetpub\ warwroot async -work

Pass-through suthentication
Connect .. Test Settings...
Binding

Trpe 1P address
hitp 0.130.25.29

Host name

Example: wiw.contoso.com of marketing contose.com

Website immediately




3. Now we need to create an HTML document in the root of our directory. Then we can press
Explore as in the image below. This will open the root folder of the site and we can continue.
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9 async-work Home

Filter

Manage Website

4. So let's create a file named index.html and insert the HTML code below, to give some precision,
the "meta" tag allows to define the encoding of the HTML document and thus the interpretation
of the browser, useful for special characters. UTF-8 is widely used in the world.
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@ » WIN-GFRKIOVOTR » Stes

<html>

<head>

<title>Exemple de titre d'onglet</title>
<meta charset="UTF-8" />

</head>

<body>
<h1>Travail asynchron
<p>Exemple de paragra
o <a href="secure/index.html">Accéder au dossier "secure”</a>




We will define the default file that should be loaded if the URL does not contain the strict route to
the file. For example, we want the default "index.html" to load if we enter the link
"127.0.0.1:80/" instead of the strict "127.0.0.1:80/index.html". You can move the index.html up

the priority list or simply delete everything else.

Connections p Actions
Q.- 8 9 async-work Home
W3 Start Page
: Filter: 5 o + G Show All . A - B
« 63 WIN-3FRKIOVOTIR (WIN-3FRY | _Teer X EShowAll)) Gradp el Ares e
L2} Application Pools IS -~
v (8] Sites (\J n a = = =] Edit Site
&Y async-work = i 0 = a4 (X
& async-work-2 Authentic... Authorizat.. Compression DefL:ylt i Directory Error Pages Failed
This is what it looks like:
5 Internet Information Services (IIS) Manager - X
— € » WIN-3FRKIOVOTIR » Sites » async-work » 3 N (784
File | View Help
Connections Actions
Q.- 8 Q Default Document
S Start Page Use this feature to specify the default file(s) to return when a client does not request a specific file. Set default X

v-S "”‘IN'BFRKIOVD”R (WIN-3FR} documents in order of priority.
42} Application Peols

w (@] Sites Name Entry Type
& async-work index.html Local [ i
o

& async-work-2

We can go to the browser and enter the IP address of the website and there we are on the
index.html page, we are not obliged to specify port 80 but if it is another port you must specify.
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Create a site on :8080

1. Asshown in the image, we can add a new website.
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& » WIN-3FRKIOVOTR » Sites »

2. Onthe picture we see several elements. The name of the site will be as you wish, please respect
the writing standards. For the Content Directory you can use the default IS path,
"C:\intepub\wwwroot" and in this directory you can create a new root folder for your site with
any name you wish. As requested, we will use port 8080 for this site and the IP address of the
machine which is defined in the drop-down list.
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[ Start Website immediately




3.

Now we need to create an HTML document in the root of our directory. Then we can press
Explore as in the image below. This will open the root folder of the site and we can continue.

2209_WIN_Dasek_Joiakim Appliquer la disposition de clavier américaine | Afficher en mode plein écran | Envoyer Ctri+Alt+Suppr

ices (11S) Manager

FRKIOVOTIR » Sites » async-work »

9 async-work Home

Fiter
-3FR <

So let's create a file named index.html and insert the HTML code below and change the content
of the title tage, the paragraph tag and some others contents as you wish. To give some precision,
the "meta" tag allows to define the encoding of the HTML document and thus the interpretation
of the browser, useful for special characters. UTF-8 is widely used in the world.
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WIN-SFRKIOVOTIR » Sites

File Edit
<html>

<head>

<titlesExemple de titre d
<meta charset="UTF-8" />

</head>

<body>
<h1>Travail asynchrone</hl>
<p>Exemple de paragraphe

“secure/index.html">Accéder au dossier “secure”</a>
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We will define the default file that should be loaded if the URL does not contain the strict route
to the file. For example, we want the default "index.html" to load if we enter the link
"127.0.0.1:8080/" instead of the strict "127.0.0.1:8080/index.html". You can move the index.html
up the priority list or simply delete everything else.

Connections g KH Actions
async-wor ome
@- & @ o

§3 Start Page

Filter: - 0 \ how All A - -
« -85 WIN-3FRKIOVOTIR (WIN-3FRY | _Fer EaShow A JSroup bye! Area - J
. Application Pools IS -~
R "? " a — = - = R ShE
& async-work ) g = 0 — 404 LX)
& async-work-2 Authentic... Authorizat.. Compression DefL:ylt i Directory Error Pages Failed

This is what it looks like:

&5 Intenet Information Services (IIS) Manager - X
« € » WIN-3FRKIOVOTIR » Sites » async-work » & @ -

File | View Help

Q Default Document

§3 Start Page
v 83 WIN-3FRKIOVOTIR (WIN-3FRE
i[5} Application Pools

Use this feature to specify the default file(s) to return when a client does not request a specific file. Set default X
documents in order of priority.

v (@] Sites Name Entry Type
& async-work index.html Local |\i
& async-work-2 s

We can go to the browser and enter the IP address of the website and there we are on the
index.html page, we have to specify port 8080.
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Travail asynchrone 2

Exemple de paragraphe 2




Authenticated access (optional)

1. Now we can create a secure folder. To do this, we open the root folder of the first site and name
it "secure".
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10.130.25.29

2. Et nous pouvons répéter I'étape vu avant afin de créer un fichier index.html dans ce méme
dossier. So let's create a file named index.html and insert the HTML code below and change the
content of the title tage, the paragraph tag and some others contents as you wish. To give some
precision, the "meta" tag allows to define the encoding of the HTML document and thus the
interpretation of the browser, useful for special characters. UTF-8 is widely used in the world.
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Travail asynchrona

Excmple de paragraph IR "o
x - Notepad

ravail asynchrone</hl>

|
<p>Secure s</p>
< /*>Répertoire précédent</a>
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3. We will define the default file that should be loaded if the URL does not contain the strict route
to the file. For example, we want the default "index.html" to load if we enter the link
"127.0.0.1:8080/" instead of the strict "127.0.0.1:8080/index.html". You can move the index.html
up the priority list or simply delete everything else. That is what it looks like :

File View Help
Connections Actions
Q.- » 18 Default Document
3 Start Page
v &3 WIN-3FRKIOVO1IR (WIN-3FRH
L} Application Pools
v -[@] Sites Name Entry Type ©
v & async-work index.html Inherited
secure E\V\

Use this feature to specify the default file(s) to return when a client does not request a specific file. Set default
documents in order of priority.

4. Next, we will protect the folder with a username and password. To do this, we will add a new
user on the Windows Server. We go to the windows search bar and enter "Computer
Management".
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‘ Best match

M Computer Management

App

5. We open the tree structure to right-click on the "Users" folder and finally "New User...".
A Computer Managenﬁ\pt = X
File Action View Help

- = Bl e=H
A Computer Management (Local| Name Full Name Description Actions
v ﬁyst:m TSDUh 2‘ Administrator Built-in account for administering... Users re
',' ask Scheduler Eb DefaultAcco... A user account managed by the s... .
{a] Event Viewer More Actions 3
y P, Guest Built-in account for guest access t...
x| Shared Folders -
v &% Local Users and Groups Beltest test test
Users . WDAGUtility... A user account managed and use...
Groug New User...
(%) Performa View N
& Device M
v &3 Storage Refresh
W Windows Export List...
= Disk Man
4 Services and Help




6. We fill in the form and pressing "Create", the user is well added to Windows.

File Action View Help

= 275l 6= HEE

k.3 Fomputer Management (Local | Name Full Name Description Actions
v i SY“:ka:\’-:Sd ' E‘Administratur Built-in account for administering... Users
D )
8 Eas ti" eauier P Defaulthcco... A user account managed by the s... More Actions
ven r
- ent Hewe '+ Guest Built-in account for guest access t...
) 9
| Shared Folders B
~ @ Local Users and Groups ?. New User 7 X p
1 Users A nd use...
~ - Groups User name: |tes! 1 I
(%) Performance
% Device Manager Full name: |tesi I
]
v 22 ‘Stmage Description: |teg |
W Windows Server Backug
= Disk Management
£l Services and Applications T

[ — |

Confirm password: ‘"""ﬂ" I

User must change password at next logon
User cannot change password
Password never expires

[ Account is disabled

Help

Close

E pel Type here to search

7. We need to enter the feature interface of the secure folder, so we need to click the secure folder

as below.

Qj Internet Information Services (IIS) Manager = X

e S “ » WIN-3FRKIOVOTIR » Sites » async-work » secure » W« @-

File View Help

Connections | ) B  Actions

I P | secure Home [

@-id |28 — en Feature

G::‘ Stait Page ilter: + W Go - Z5ShowAll | Group by: Area - &~ 2
v &3 WIN-3FRKIOVO1IR (WIN-3FRE -
L2} Application Pools lis i A =
v (@] Sites a =n & ﬂ ) : n i:‘ Manage Folder &
v @ async-work e % 5. = 9 w - = Browse Folder
secure Authenticati Authorizat.. Compression  Default Directory  Error Pages Failed — i e
= on Rules Document  Browsing Request Tra... ! Srowset gt o,
@ async-work-2 ®
oust 3 1= & = ‘L‘ L— n . 2 D Hel
-4 I L J E &
Handler HTTP HTTP IP Address Logging MIME Types  Modules
Mappings Redirect Respon... and Doma...
* & §
Output Request  SSL Settings ~ WebDAV
Caching Filtering Authori...
Management ~
Configurat...

Editor
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Then we enter the "Authentication" feature to apply it to the secure folder. First, we need to
disable "Anonymous Authentication" to cancel anonymous client permission and enable "Basic

Authentication". Your "secure" folder is now secure!

G‘;; Internet Information Services (IIS) Manager

é— » WIN-3FRKIOVO1IR » Sites » async-work » secure »
File View Help

Connections

< - 7 |8

¥ Start Page

Authentication

Group by: No Grouping i

@ -y @~

Alerts

/4 SSLis not enabled for this
site and credentials will be
sent in clear text over the

v 93 WIN-3FRKIOVOTIR (WIN-3FRE

) Application Pools Name Status Response Type o
v .[@8] Sites Anonymous Authentication Disabled Actions
v @ async-work ASP.NET Impersonation Disabled
secure Basic Authentication Enabled [/} HTTP 401 Challenge
@ async-work-2 Digest Authentication Disabled HTTP 401 Challenge
@ test Windows Authentication Disabled HTTP 401 Challenge @

Go to your browser and enter the IP address of your site as well as its port and add the route
associated with the "secure" folder as below in the URL bar. Then you enter the username

created previously and its associated password.

0O &) 10.1302529/secure x  +

C D 10.130.25.29/secure

Sign in to access this site

Authorization required by hitp://10.130.25.29

A T 1=

Your connection to this site is not secure
Username | test
Password | ---......| |

ﬂ AL Type here to search

m Cancel
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10. You have successfully set up a secure folder on your website.
) [ Exemplede titre d'onglet x |+ — a X

C A Notsecure | 10.130.25.29/se A Y8 1= S

Travail asynchrone

Secure access

Répertoire précédent

. 02:30
n AR Type here to search H A e 100002 8]




