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Install

First of all we will install the "nginx" server on Fedora via the "DNF" package manager. Then we will use
the "systemctl" command which is a daemon manager also called

"services. Daemons" are programmes launched as fundraising tasks for the good of the

operation of other services or programs. We will therefore launch "nginx" with the option

Click on "start" then "enable" to activate it at start-up.

Then we need to allow "http" and "https" protocol in the firewall exceptions like
in the following image:

[root@localhost “1# dnf install nginx
Fedora 37 - xB86_641 - Updates 74 kB-= | 15 kB
Fedora 37 - x86_64 - Updates 1.2 MBss | 587 kB
Fedora Modular 37 - xB86_64 - Updates 38 kB.= | 17 kB
Package nginx-1:1.22.1-1.fc37.x86_64 is already installed.
Dependencies resolued.
othing to do.
omplete!
[root@localhost " 1# systemctl start nginx
[root@localhost “1# systemctl enable nginx
[root@localhost “1# firewall-cmd --permanent --add-service=http
rning: ALREADY ENABLED: http
lsuccess
[root@localhost “1# firewall-cmd --permanent --add-service=https
rning: ALREADY_ENABLED: https

lsuccess
[root@localhost ~1#

@ooleae = E)E# crr oromE




Create site on :80

By default the server already has a configuration on port 80, this configuration can be accessed via this
path:

[root@localhost 14 nano setcongim<mnginx.conf_

@ooea e =l E)E# crr orome




We see a block called "server" with several directives and values. The most important elements are :

- The listening port "listen 80;"

- The name of the server, in this case the ip address only: "server_name: _;".

- Theroot folder containing the files and dependencies of the WEB application. "root
/sur/share/nginx/html "

- And some redirection routes in case of "http" error code...

To save, press the "ctrl + x" keys, then press the "y" key and finally
"If you have not changed anything, simply press "ctrl + x":

GNU nano 6.4 setcnginx nginx.conf

include setoongin< mime . types:
default_type application/octet-stream:

include rsetconginx conf.d-=.conf:

server {
listen
listen
SErVEr_name _;
root susr-sharesnginx html:

include ~setcsnginxsdefault.d-»=.conf:

error_page 484 ~484.html:
location = ~484.html {
¥

error_page HHA 5BZ 5H3 584 -58x.html:
location = ~58x.html {
¥
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Then we want to know our IP address to access the WEB application:

r

=
| £

[root@localhost "1 ifconfig
enpBs3: f lags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 15688
inet 18.93.16.6Z2 netmask 255.255.8.8 broadcast 18.93.255.255
inett feBB::abB:27ff :feed: 8182 prefixlen 64 scopeid BxZB<link>
ether B8:88:27:e3:81:82 txqueuelen 1888 (Ethernet)
RX packets 728 bytes 661779 (646.2 KiB)
RX errors 8 dropped B overruns B frame 8
TX packets 273 bytes 26285 (25.5 KiB)
TX errors B8 dropped B overruns 8 carrier 8 collisions B

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.8.8.1 netmask 255.8.8.8
inetb ::1 prefixlen 128 =scopeid Bx1B<host>
loop txgqueuelen 1888 (Local Loopback)
RX packets 42 bytes 2722 (2.6 KiB)
RX errors 8 dropped B overruns B frame 8
Tx packets 42 bytes 2722 (2.6 KiB)
TX errors B8 dropped B overruns 8 carrier 8 collisions B

[root@localhost “1# _

@ofEe = lEE [ crr orome

And finally we can edit the pre-existing "HTML" file via this path and the "nano" tool which allows
edit files :

[root@localhost nginxI#t nano ~usr-sharesnginx htmlsindex.html




We will edit the HTML H1 tag, for "heading level 1" and customize the content as follows:

r -

]

| ]

GHU mano 6.4 susr-sharesnginx<html-index.html

<h1>Test Server <{strong>Dasek Joiakim<{/strong><<hl>|

If you can
read this page, it means that the web server installed at
this site is working properly, but has not yet been
conf igured.

If you are a member of the general public:

The website you just visited is either exper ienc ing
problems or undergoing routine maintenance

To let the administrators of this website know that you are
seeing this page and not what you were expecting, an e-mail
addressed to at the website's domain should reach
an appropriate person. For example, if you saw this page while visiting
W examp le . com ,» you could send e-mail to

Fedora iz a distribution of Linux, a popular computer

il Write Out @§F Where Is @ Cut i Execute ¥ Location Undo
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We visit the site and here we are on the index page:

16.62

B Github o leam

Test Server Dasek Joiakim

If you can read this page, it means that the web server installed at this site is working properly, but has
not yet been configured.

If you are a member of the general public:

The website you just visited is either experiencing problems or
undergoing routine maintenance.

To let the administrators of this website know that you are seeing this
page and not what you were expecting, an e-mail addressed to
“webmaster” at the website's domain should reach an appropriate
person. For example, if you saw this page while visiting
www.example.com, you could send e-mail to
"webmaster@example.com”.

Fedora is a distribution of Linux, a popular computer operating

system. It is commonly used by hosting companies because it is free,

and includes free web server software. This "fest page" is shown
instead of the expected website if they do not set up their web server
correctly.

Accordingly, please keep these facts in min

«» Neither the Fedora Project or Red Hat has any affiliation with
any website or content hosted from this server (unless
otherwise explicitly stated).

» Neither the Fedora Project or Red Hat has "hacked" this
webserver: this test page is an included component of the
Fedora webserver software.

For more information about Fedora, please visit the Fedora Project
website.

If you are the website administrator:

‘You may now add content to the webroot directory. Note that until
you do so, people visiting your website will see this page, and not
your content.

For systems using Apache Webserver: You may now add content
to the directory /var /ss«/hta1/. Note that until you do so, people
visiting your website will see this page, and not your content. To
prevent this page from ever being used, follow the instructions in
file /etc/httpd/conf.d/welcome. conf.

For systems using Nginx: You should now put your content in a
location of your choice and edit the root configuration directive in the
nginx configuration file /etc/nginx/nginx. conf.

For systems using Caddy: You should now put your content in a
location of your cholce and edit the root configuration directive in the
Caddy configuration file /etc/caddy/Caddyfile.

-




Create site on :8080

To change the port, we need to go back to the :

P
| ]

[root@localhost “1# nano setcomginemginx. conf_

2 e = E)E(# crr oromE




Thus, change the following port:

,
=
+

GNU nano 6.4 setc/nginx/nginx. conf

include retcsnginx conf.d-=_ conf:

server {
listen 8088
listen [::1:8088;
SErVEr_name _;
root susrssharesnginx html

include rsetconginxsdefault.dss=.conf:
error_page 484 484 .html:

location = »484 . html {
¥

error_page SHA 582 583 584 ~58x.html:
location = /58x_html {
b

@ a e =& &) (# crr oromE



After changing the configuration, we need to restart the service to take effect and check if port "8080" is
listening, "netstat" for network status and options, the "|" to retrieve the response from the "netstat"
command and use the right hand side of the to search this result and filter out only lines that contain
the word "nginx":

[root@localhost “1# systemctl restart nginx.service
[root@localhost “1# netstat -tlpn | grep nginx
B B.8.68.0:8008 B.8.8.8:= LISTEN 1387-nginx: maste
A :::5888 HE LISTEN 1387 ginx: maste
[root@localhost “14# _

@ooea e =l E)E# crr orome
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Of course we need to add a port exception "8080" to the firewall. First of all we need to
know the active and current area of the "Fedora" firewall which is called according to the following image
"FerdoraServer:

target: default

icmp-block-inversion: no

interfaces: enpBs3

SOUrCes:

zervices: cockpit dhcpub-client http https ssh

ports: 8888-tcp

protocols:

forward: yes

masquerade: no

forward-ports:

source-ports:

icmp-blocks:

rich rules:
[root@localhost wginx1#

& a e =) (# crre oromE
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We must therefore add port "8080" to the "FedoraServer" zone permanently to
that after restarting the server, everything works:

[root@localhost nginx1# firewall-cmd --zone=FedoraServer --add-port=0888-tcp --permanent_

Q&g =i E)E (8 crre oromE
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We need to restart the firewall service for the changes to take effect:

Fedora Jowa [En fonction] - Oracle VM VirtualBox

Finally we can access the website with the port "8080":

WITCH edu-ID Logir (<) Page for the HTTP
10.93.16.6

B Nextjs

F cC o

B Financial Stats [l Blockehain B Gtubtoleam [ Dev W HeS W Secondbrain B Extreme Down (Extr.. [ Lessons in Linux

Test Server Dasek Joiakim

If you can read this page, it means that the web server installed at this site is working properly, but has
not yet been configured.

If you are a member of the general public:

The website you just visited is either experiencing problems or
undergoing routine maintenance.

To let the administrators of this website know that you are seeing this
page and not what you were expecting, an e-mail addressed to
"webmaster” at the website's domain should reach an appropriate
person. For example, if you saw this page while
‘www.example.com, you could send e-mail to
"webmaster@example.com”.

Fedora Is a distribution of Linux, a popular computer operating
system. It is commonly used by hosting companies because it is free,
and includes free web server software. This “test page” is shown
instead of the expected website if they do not set up their web server
correctly.

Accordingly, please keep these facts in mind:

= Neither the Fedora Project or Red Hat has any affiliation with
any website or content hosted from this server (unless
otherwise explicitly stated).

« Neither the Fedora Project or Red Hat has "hacked" this
webserver: this test page is an included component of the
Fedora webserver software.

For more information about Fedora, please visit the Fedora Project
website.

If you are the website administrator:

‘You may now add content to the webroot directory. Note that until
you do so, people visiting your website will see this page, and not
your content.

For systems using Apache Webserver: You may now add content
to the directory /var/www/htm1/. Note that until you do so, people
visiting your website will see this page, and not your content. To
prevent this page from ever being used, follow the instructions in the
file /etc/nttpd/conf.d/welcome. conf.

For systems using Nginx: You should now put your content in a
location of your choice and edit the root configuration directive in the
nginx configuration file /etc/nginx/nginx.conf.

For systems using Caddy: You should now put your content in a
location of your choice and edit the root configuration directive in the
Caddy configuration file /etc/caddy/Caddyfile.

powrne




Authenticated access (optional)

To protect a folder from its contents. You will need to perform the following steps. First, create a

configuration file in the "nginx" configuration directory:

-
D]

| ]

[rootBpc-289 ~1# nano ~setc nginxsauth.conf

Then we will enter the data and the path to the hidden file
".htpasswd" which will contain sensitive data:

-
| ]

GNU nano 6.4 Modif ied
huth_basic "Restricted Content":

huth_basic_user_file ~etconginx . htpasswd:

setecsnginxsauth.conf

[ Soft wrapping of overlong lines enabled 1
il Write Out Where Is 1 Cut Execute M Location E Undo
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We must therefore create this file in the same way as the previous one:

"
2

rootl@pc-289 nginxl#t nano setco ngine . htpasswd_

And add these lines, we can use online tools to encrypt the password, here | used the
hash function "SHA-1":

GNU nano 6.4 setc/nginxs  htpasswd
root : {SHAT)1tBBo6GZVEL 1AcMhzs lucZul)z 1=

And finally we need to modify the nginx server configuration to add a route that points to a secure folder:

r al

Py
| ]

[root@pc-Z289 nginx]l# nano setcsnginenginx.conf _
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And add these lines for the 'secure' route:

GNU nano 6.4
keepalive_timeout 65:
types_hash_max_size 4896;

setcs/nginx-ng inx.conf Modif ied

include setesnginxe mime . types:
default_type applicationsoctet-stream:

include retcsnginx conf .ds=.conf:

server {
listen 88608 ;
listen [::1:8688:
SErVEr_Name _;
root susrssharesng inx-html ;

include setcsnginxsdefault.dss.conf

error_page 484 ~484 .html:
location = ~484 .html {
¥

error_page 588 582 583 584 ~58x.html:
location = /58x.html {
¥

location ssecure {
include retcsnginx-sauth.conf:

Bi Append gi Backup File
w3 Prepend

@ beae =i R)E (8 crre oromE

[root@pc-289 nginxl#t systemctl restart nginx.service _

We need to move to the root of the WEB application, and add a new folder called
In the "secure" section, copy the "index.htm!" file and modify the "HTML" title tag:

D |

+|

[rootPpc-Z89 nginxl# cd -susrssharesnginx htmls_

s

[rootlpc-Z89 htmll# mkdir secure_

16



[root@pc-289 htmll#t cp index.himl securesindex.html

Then change the title:

|7}

GNU nano 6.4 secure/ index. himl
padding: 8 timportant:

<h1>Test Serwver <{strong>Dasek Joiakim<{/strong> - Secure directory<-hl>|

If you can
read this page, it means that the web server installed at
this site iz working properly, but has not yet been
conf igured.

If you are a member of the general public:

The website you just wisited is either experiencing
problems or undergoing routine maintenance

To let the administrators of this website know that you are
seeing this page and not what you were expecting, an e-mail
addressed to at the website's domain should reach
an appropriate person. For example, if you saw this page while visiting

W . examp le . com » you could send e-mail to
il Write Out §
Read File Replace Paste Justify

Where Is i Cut il Execute Location Undo

Go To Line Redo
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This allows us to test whether the route is secure:

) @ Linux webserverpdf
<« C o0 192.168.1.131
B Financial S W Blockchain [l Nextjs [ Github tolearn

We have secured a file:

@ @ Linux webserver.pdf @ Just a momen X @ TestPageforthe HTTP Serveror X +

< (7 o 192.168.1.131
B Financial € W Blodkchain tjs W Github tolearn cond brain B Extreme Down (Bxtr... [T Lessons in Linux

Test Server Dasek Joiakim - Secure directory

If you can read this page, it means that the web server installed at this site is working properly, but has

not yet been configured.

If you are a member of the general public:

The website you just visited is either experiencing problems or
undergoing routine maintenance.

To let the administrators of this website know that you are seeing this
page and not what you were expecting, an e-mail addressed to
"webmaster” at the website's domain should reach an appropriate
person. For example, if you saw this page while visiting
www.example.com, you could send e-mail to
“webmaster@example.com"”.

Fedora is a distribution of Linux, a popular computer operating
system. It is commonly used by hosting companies because it is free,
and includes free web server software. This “test page* is shown
instead of the expected website if they do not set up their web server
correctly.

Accordingly, please keep these facts in mind:

« Neither the Fedora Project or Red Hat has any affiliation with
any website or content hosted from this server (unless
otherwise explicitly stated).

« Neither the Fedora Project or Red Hat has "hacked" this
webserver: this test page Is an included component of the
Fedora webserver software.

For more information about Fedora, please visit the Fedora Project
website.

If you are the website administrator:

You may now add content to the webroot directory. Note that until
you do so, people visiting your website will see this page, and not
your content.

For systems using Apache Webserver: You may now add content
to the directory /var/wm/htn1/. Note that until you do so, people
visiting your website will see this page, and not your content. To
prevent this page from ever being used, follow the instructions in the
file /etc/nttpd/conf .d/welcome. conf.

For systems using Nginx: You should now put your content in a
location of your choice and edit the root configuration directive in the
nginx configuration file /etc/nginx/nginx. conf.

For systems using Caddy: You should now put your content in a
location of your choice and edit the root configuration directive in the
Caddy configuration file /etc/caddy/Caddyfile.

PS{ Powered by Fedora] M
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