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Install SMITP

We will install "hmail-server" as the native Windows server functionality does not work properly. HMail-
server is an open-source graphical program for setting up an SMTP server. Go to the next page of the

following image:

&< O 3 httpsy//www.hmailserver.com/download A T8 ] -
Welcome Functionality Documentation Community Forum Contact
Download

Latest version

Download hMailServer 5.6.8 - Build 2574
(165015 downloads since 2021-10-03. Change log
Betas & other downloads
Please note that the latest beta may be older than the latest stable release
Download hMailServer 5.6.9 - Build 2602 (BETA)
(8713 downloads since 2022-07-22. Change log
It's possible to download older releases on the archive download page. The complete hMailServer source code is located on GitHub.

After downloading it, you can launch the installation, nothing very specific. You will have to insert a
password to access the administrative interface. Then you can launch the server. The window will ask you

for the previously entered password:

hMailServer password

Please enter the hMail Server password . What is this?

[ ok ][ come

We are going to configure the server as follows, first go to "Settings" then "Protocols". You must check
that only "SMTP" is checked:




5% hMailServer Administrator - [localhost]

File Help
£r Welcome Protocols
) Status
) Domains
"~ Rules if you change the settings below you must restart the server before your
= ﬁ ?ﬁngs changes take affect.
= & SMTP
@9 Anti -
W Anti-vinus [] ror3
=| Logging [ imAP
-8 Advanced
@ § Utiiies
Help J Save
Bt

Then we go to "Settings", "Advanced" and finally "IP Ranges" and click on the add button:



3% hMailServer Administrator - [localhost]
File Help

Welcome
O status
(¥ Domains
* Rules
o % Settings
# 3% Protocols
@ (@ Anti-spam
G Anti-virus
Logging
=18, Advanced
@ Autoban
! SSL cedificates
@ 7 IP Ranges
= Incoming relays
Mirror
# Pefomance
[# " Server messages
™ SSLTLS
= Scripts
#-7 TCP/IP ports
@ § Utities

Lower IP

10.93.3.1
127.0.0.1 127.0.0.1 15 Edit...
0.0.00 255.255.255.255 10

Upper IP

10.93.3.255

Bxit

We will name it "remote", the "priority" field to 20, "Lower IP" to the IP address of the PuTTY SMTP client
and for the "Upper IP" we can enter the same IP address. In the "Allow connections" section we check
only "SMTP". In the "Other" section we uncheck all boxes. And in "Require SMTP Authentication" we also

uncheck the whole section:



5% hMailServer Administrator - [localhost] . O
File  Help
iy Welcome | Remote
0 Status
Domains —
= Rules
% Settings Name Priority
5 & oo e E—
@ & Antispam
m Artiovirus Lower IP Upper IP
- Logging [10933.1 T | [10833255
= 1Q,| Advanced .
. Auto-ban [ Expires
7 SSL certficates 2022-11-30 04:16:20
[l IP Ranges
ja=ill Remote Allow connections Other
= My computer
7 Intemet 1 smTP [ Antispam
F :corrl'ngl'ela)'i [] rorP3 [ Arti-virus
rror
® Peformance [ map [[] Require SSL/TLS for authentication
. Server messages
™ SSL/TLS Allow deliveries from Require SMTP authentication
: TCF’/TP ports [ Local to local email addresses [] Local to local email addresses
@ § Utities [ Local to extemal e-mail addresses [ Local to extemal e-mail addresses
[] Extemal to local e-mail addresses [[] Extemal to local e-mail addresses
[¥] Extemal to extemal e-mail addresses ] Extemal to extemal e-mail addresses
Help Save
Bxit

Then in "Settings", "Advanced" and finally "TCP/IP ports" we will change the "0.0.0.0 / 25 / SMTP", we
must enter the IP address of the PUTTY client as follows:




5% hMailServer Administrator - [localhost]

# 00.00/110/POP3

& 00.00/ 143/ IMAP

& 0.0.0.0/587/5MTP

& 00.00/25/SMTP
5§ Utities

File  Help
ir Welcome 0.0.0.0 / 25 / SMTP
0 Status
O Domains P
 Rues | rotocol
=% Settings SMTP ~
= &% Protocols
@ SMTP TCP/IP address
& POP3 [ooo T
H fm'”’” TCPAP pot
53 spam
& Arti-virus
- Logging Connection security
= & Advanced [Non -
® Autoban [one
= S5L certificates SS1 Certifi
- IP Ranges
" Incoming relays
T Mimor ) )
@ Pedomance if you change these settings, hMailServer needs to be restarted for the changes to take effect.
. Server messages
=7 SSL/TLS
= Scripts
-7 TCP/IP ports

Help Save

To one recipient

Then we can use "PuTTY" to send an email to a recipient with a dummy email address as follows, the
commands do not change from the previous rendering here is how it looks:




@ PuTTY Configuration

Category:
—|-Session
' E----Log:]ging
=J- Terminal
- Keyboard
--Bell
- Features
—|-Window
- Appearance
- Behaviour
- Translation
+-Selection
" Colours
—|-Connection
- Data
- Proxy
+-S5H
- Serial
- Telnet
- Rlogin
- SUPDUP

About Help

& 10.130.25.29 - PuTTY
i

Basic options for your PuTTY session
Specify the destination you want to connect to
Host Name (or IP address) Bort
10.130.25.29 25
Connection type:

()ssH  ()serial @ Other:

Load. save or delete a stored session

Saved Sessions

Default Settings Load

Save

Delete

Close window on exit:

(J)Aways () Never © Only on clean exit

| Open | Cancel




< Supprimer définitivement Non-spam B2 ®© “ e o H sur 4 >

Test mail Seam = a B

e joiakim@dasek.ch 530 (ilyaOminute) ¢

Pourquoi ce message figure-t-il dans les spams ? |l est semblable & des messages antérieurs identifiés comme des spams.

{ Signaler comme non-spam (0]

¥p anglais + > francais ~  Traduire le message Désactiver pour : anglais

Hello this is my body message |

( 5 Répondre ) (  Transférer )

To many recipients

Unlike the previous point, we simply need to add "RCPT TO:" twice, to send it to two recipients:

10.130.25.29 - PuTTY - O X




& Supprimer définitivement Non-spam B 0 & B D

Async-Work test mail - SMTP Server spam =

e joiakim@dasek.ch

Pourquoi ce message figure-t-il dans les spams ? |l est semblable & des messages antérieurs identifies comme des spams.

[ Signaler comme non-spam

Mon corps de texte |

( & Répondre | ( ~ Transférer )

Joke

| was not very inspired so | sent a simple email that can show the human vulnerability called "social

engineering":
10.130.25.29 - PuTTY




